
foxPEP 2.2.2 Gratitude Engine Configuration

Engine One – Content Rendering

1. gfx.color_management.mode;0
2. gfx.xrender.enabled;true
3. gl.msaa-level;0
4. gl.multithreaded;true
5. image.cache.timeweight;0
6. image.mem.decode_bytes_at_a_time;65536
7. image.mem.max_ms_before_yield;0
8. image.onload.decode.limit;0
9. layers.acceleration.enabled;true
10. layers.acceleration.force-enabled;true
11. layers.componentalpha.enabled;false
12. layout.css.osx-font-smoothing.enabled;false
13. network.dns.disablePrefetchFromHTTPS;false
14. nglayout.initialpaint.delay;0

Engine One disables color management, multi sample anti-aliasing, component alpha, and 
macOS font smoothing. It enables Xrender, graphics library multi-threading, forced hardware 
(GPU) acceleration, and HTTPS prefetching. It also sets image timeweight to 0, decoded 
bytes at a time to 65,536, image yield time to 0, image decoding limits to 0, and page painting
delay to 0.

Engine Two – Scrolling Fluidity

1. general.smoothScroll;false
2. gfx.webrender.all;true
3. layers.offmainthreadcomposition.frame-rate;60
4. layout.frame_rate;60
5. layout.frame_rate.precise;true
6. mousewheel.acceleration.start;1
7. mousewheel.min_line_scroll_amount;20
8. toolkit.scrollbox.smoothScroll;false
9. toolkit.scrollbox.verticalScrollDistance;5
10. webgl.max-warnings-per-context;0

Engine Two disables smooth scrolling and WebGL context warnings. It enables WebRender. It
also sets the frame rate to 60, mousewheel acceleration threshold to 1, line scroll amount to 
20, and vertical scroll distance to 5.



Engine Three – Resource Efficiency

1. accessibility.force_disabled;1
2. app.update.enabled;false
3. browser.cache.disk.enable;false
4. browser.cache.offline.enable;false
5. browser.pocket.enabled;false
6. browser.sessionhistory.max_entries;9
7. browser.sessionhistory.max_total_viewers;0
8. browser.sessionstore.interval;300000
9. browser.urlbar.delay;0
10. dom.ipc.processHangMonitor;false
11. dom.ipc.reportProcessHangs;false
12. extensions.blocklist.enabled;false
13. extensions.update.enabled;false
14. media.webm.enabled;false
15. memory.free_dirty_pages;true
16. network.dns.disableIPv6;true
17. services.sync.enabled;false
18. ui.prefersReducedMotion;1

Engine Three disables accessibility services, update notifications, disk caching, offline 
caching, Firefox Pocket, process hang monitoring, extension blocking, extension updating, 
WebM video compatibility, IPv6 DNS lookups, and Firefox Sync. It enables intelligent memory 
allocation and reduced UI motion. It also sets the maximum session history entries to 9, 
maximum session history viewers to 0, session store interval to 300,000 milliseconds, and 
address bar suggestions delay to 0.



Engine Four – Browser Hardening

1. app.normandy.enabled;false
2. app.shield.optoutstudies.enabled;false
3. browser.safebrowsing.downloads.enabled;false
4. browser.safebrowsing.malware.enabled;false
5. browser.safebrowsing.phishing.enabled;false
6. browser.send_pings;false
7. datareporting.policy.dataSubmissionEnabled;false
8. experiments.enabled;false
9. geo.enabled;false
10. media.navigator.enabled;false
11. media.peerconnection.enabled;false
12. network.allow-experiments;false
13. network.cookie.cookieBehavior;1
14. network.http.speculative-parallel-limit;0
15. network.IDN_show_punycode;true
16. network.predictor.enabled;false
17. privacy.trackingprotection.enabled;true
18. privacy.trackingprotection.cryptomining.enabled;true
19. privacy.trackingprotection.fingerprinting.enabled;true
20. social.remote-install.enabled;false
21. social.toast-notifications.enabled;false

Engine Four disables remote browser management, autonomous studies, Google Safe 
Browsing, browser pinging functionality, Firefox Telemetry, autonomous geolocation 
functionality, device camera / microphone interfacing, WebRTC, third-party cookies, 
speculative connections, link prediction services, and various social functionalities. It enables 
Punycode translations and integrated tracking protection.



Engine Five – Bloat Trimming

network.dns.localDomains;

“network.dns.localDomains;a2.adform.net,acdn.adnxs.com,action.media6degrees.com,ad.atd
mt.com,ad.crwdcntrl.net,ad.doubleclick.net,adinfo.aol.com,adservice.google.com,adserver.adt
ech.advertising.com,adserver.adtechus.com,adserver-
us.adtech.advertising.com,ads.adaptv.advertising.com,ads.adthrive.com,ads.avocet.io,ads.pu
bmatic.com,ads.rubiconproject.com,ads.yahoo.com,adx.adform.net,ad.yieldlab.net,aka-
cdn.adtechus.com,amplify.outbrain.com,analytics.twitter.com,ap.lijit.com,api.mixpanel.com,api
.rlcdn.com,api.segment.io,api.taboola.com,apex.go.sonobi.com,apx.moatads.com,ask-
d.openx.net,as-
sec.casalemedia.com,assets.adobedtm.com,at.atwola.com,b1sync.zemanta.com,b-
code.liadm.com,bcp.crwdcntrl.net,beacon.krxd.net,bh.contextweb.com,bid.contextweb.com,bi
dder.criteo.com,bid.g.doubleclick.net,b.scorecardresearch.com,bs.serving-
sys.com,bttrack.com,bullseye.backbeatmedia.com,c1.rfihub.net,c2.taboola.com,c.amazon-
adsystem.com,c.aaxads.com,cbsi.demdex.net,cbsi-
d.openx.net,cdn.adsafeprotected.com,cdn.branch.io,cdn.connatix.com,cdn.cxense.com,cdn.di
strictm.io,cdn.exelator.com,cdn-gl.imrworldwide.com,cdn-
magiclinks.trackonomics.net,cdn.mouseflow.com,cdn.parsely.com,cdn.pricespider.com,cdn.p-
n.io,cdn.krxd.net,cdn.optimizely.com,cdn3.optimizely.com,cdn.segment.com,cdn.selectableme
dia.com,cdnssl.clicktale.net,cdn-
ssl.vidible.tv,cdn.taboola.com,cdn.viglink.com,cds.taboola.com,certify.alexametrics.com,c.go-
mpulse.net,client.perimeterx.net,cm.g.doubleclick.net,cms.analytics.yahoo.com,comcastcom.
d1.sc.omtrdc.net,comcast.demdex.net,connect.facebook.net,contextual.media.net,cs.emxdgt.
com,curse-
d.openx.net,d.agkn.com,dc.ads.linkedin.com,delivery.vidible.tv,dev.visualwebsiteoptimizer.co
m,dpm.demdex.net,d.turn.com,eb2.3lift.com,edge.fullstory.com,eus.rubiconproject.com,ewscr
ipps.hb.omtrdc.net,facebook.com,fastlane.rubiconproject.com,fls.doubleclick.net,futurenet-
d.openx.net,fw.adsafeprotected.com,gannett-
d.openx.net,gleam.io,googleads.g.doubleclick.net,google-analytics.com,grid-
cdn.pdc.bidswitch.net,gum.criteo.com,hbopenbid.pubmatic.com,hb.emxdgt.com,hb.undertone
.com,hbx.media.net,htlb.casalemedia.com,ib.adnxs.com,ice.360yield.com,idsync.rlcdn.com,id
x.liadm.com,image2.pubmatic.com,jadserve.postrelease.com,js.ad-score.com,js.adsrvr.org,js-
agent.newrelic.com,js.agkn.com,js.gleam.io,js.hs-analytics.net,js-
sec.indexww.com,js.spotx.tv,krk.kargo.com,lasteventf-
tm.everesttech.net,libs.coremetrics.com,lnkd.demdex.net,loadus.exelator.com,log.adaptv.adv
ertising.com,login.dotomi.com,logx.optimizely.com,macys.sc.omtrdc.net,macys.tt.omtrdc.net,
match.adsrvr.org,match.prod.bidr.io,mboxedge.tt.omtrdc.net,mid.rkdms.com,ml314.com,msco
m.demdex.net,msn.lockerdome.com,munchkin.marketo.net,native.sharethrough.com,nexus.e
nsighten.com,opus.analytics.yahoo.com,p.adsymptotic.com,pagead2.googlesyndication.com,
pixel.adsafeprotected.com,pixel.advertising.com,pixel.mathtag.com,pixel.quantserve.com,pi.p
ardot.com,pool.grid-data.bidswitch.net,prebid-
server.rubiconproject.com,ps.eyeota.net,pubads.g.doubleclick.net,purch-
match.dotomi.com,purch-
sync.go.sonobi.com,pxl.jivox.com,px.powerlinks.com,qds0l.publishers.tremorhub.com,rc.rlcdn
.com,resources.xg4ken.com,s0.2mdn.net,s7.addthis.com,s.amazon-
adsystem.com,sb.scorecardresearch.com,s.btstatic.com,scripps.demdex.net,scripps.tt.omtrdc



.net,script.crazyegg.com,scripts.demandbase.com,sdk.sharethrough.com,secure.adnxs.com,
secure-assets.rubiconproject.com,secure-ds.serving-sys.com,secure-
gl.imrworldwide.com,secure.insightexpressal.com,securepubads.g.doubleclick.net,secure-
us.imrworldwide.com,secure.quantserve.com,servedby.flashtalking.com,settings.luckyorange.
net,s.go-mpulse.com,s.go-mpulse.net,snap.licdn.com,sofia.trustx.org,spotify.demdex.net,ssc-
cms.33across.com,ssl.google-analytics.com,s.skimresources.com,ssum-
sec.casalemedia.com,stags.bluekai.com,static.adsafeprotected.com,static.ads-
twitter.com,static-
assets.dev.fs.liveperson.com,static.chartbeat.com,static.criteo.net,static.doubleclick.net,static.
hotjar.com,stats.g.doubleclick.net,storage.cloud.kargo.com,sp.analytics.yahoo.com,sync.1rx.i
o,sync.adkernel.com,sync.go.sonobi.com,sync.ipredictive.com,sync.smartadserver.com,sync-
tm.everesttech.net,tag.bounceexchange.com,tag.idsync.analytics.yahoo.com,tag.researchno
w.com,tags.bkrtx.com,tags-
cdn.deployads.com,tags.crwdcntrl.net,tapestry.tapad.com,tlx.3lift.com,tpc.googlesyndication.c
om,t.pubmatic.com,trk.vidible.tv,universal.iperceptions.com,u.openx.net,ups.analytics.yahoo.c
om,usermatch.krxd.net,us-trc-events.taboola.com,us-
u.openx.net,us.y.atwola.com,video.adaptv.advertising.com,vid.springserve.com,web.hb.ad.cp
e.dotomi.com,www.bizographics.com,www.dianomi.com,www.dwin1.com,www.everestjs.net,
www.facebook.com,widgets.outbrain.com,www.google-
analytics.com,www.googleadservices.com,www.googletagservices.com,z.moatads.com”

Engine Five blocks most ad, tracking, and fingerprinting domains within the top 100 most 
visited websites on the Internet (as of Summer 2020).


